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What	
  is	
  it?	
  A	
  unique	
  feature	
  of	
  the	
  Internet	
  is	
  that	
  it	
  has	
  removed	
  many	
  barriers,	
  allowing	
  adults	
  
to	
  interact	
  and	
  have	
  online	
  conversations	
  with	
  minors	
  (children	
  under	
  the	
  age	
  of	
  18).	
  Sometimes	
  
these	
  interactions	
  are	
  harmless,	
  but	
  other	
  times	
  these	
  interactions	
  can	
  have	
  negative	
  consequences.	
  
Online	
  predators	
  have	
  the	
  anonymity	
  of	
  the	
  Internet	
  on	
  their	
  side.	
  This	
  means	
  that	
  they	
  often	
  
conceal	
  their	
  physical	
  appearance,	
  age,	
  and	
  gender	
  behind	
  the	
  shield	
  of	
  a	
  digital	
  screen.1	
  Online	
  
predators	
  no	
  longer	
  have	
  to	
  go	
  to	
  great	
  measures	
  to	
  blend	
  into	
  society	
  and	
  roam	
  freely	
  through	
  
cyberspace	
  searching	
  for	
  people	
  to	
  target	
  and	
  creating	
  relationships	
  with	
  those	
  chosen	
  victim(s).	
  
	
  
How	
  is	
  it	
  done?	
  Online	
  predators	
  are	
  typically	
  male,	
  are	
  the	
  first	
  to	
  initiate	
  or	
  start	
  contact,	
  
work	
  diligently	
  to	
  build	
  a	
  close	
  relationship,	
  and	
  desensitize	
  (or	
  slowly	
  gain	
  the	
  trust	
  of)	
  their	
  
victim(s).2,3,4	
  Grooming	
  is	
  a	
  term	
  used	
  to	
  describe	
  the	
  carefully	
  planned	
  luring	
  of	
  victims	
  by	
  online	
  
predators	
  with	
  the	
  end-­‐‑goal	
  of	
  establishing	
  offline	
  contact	
  (meeting	
  in	
  real	
  life).	
  It	
  usually	
  begins	
  
with	
  contacting	
  a	
  minor	
  in	
  an	
  online	
  environment,	
  establishing	
  a	
  relationship	
  with	
  either	
  subtle	
  or	
  
direct	
  comments,	
  building	
  trust,	
  sharing	
  secrets	
  to	
  make	
  a	
  minor	
  feel	
  important5,	
  and,	
  sometimes,	
  
sending	
  them	
  regular	
  mail,	
  money,	
  or	
  gifts	
  (after	
  finding	
  out	
  the	
  victim’s	
  home	
  address).6	
  Often,	
  
predators	
  troll,	
  or	
  purposely	
  look	
  for,	
  potential	
  victims	
  in	
  chat	
  rooms	
  or	
  online	
  bulletin	
  boards	
  and	
  
locate	
  personal	
  information	
  in	
  social	
  networking	
  sites	
  and	
  blogs.7,8,9	
  	
  
	
  
Predators	
  target	
  specific	
  victims.	
  Predators	
  tend	
  to	
  exploit	
  (or	
  use)	
  an	
  adolescent’s	
  natural	
  
curiosity	
  about	
  physical	
  relationships,	
  vulnerabilities,	
  and	
  desires	
  for	
  romance	
  or	
  friendship	
  and	
  
intentionally	
  disguise	
  their	
  real	
  objectives	
  and	
  identities.	
  A	
  victim	
  may	
  be	
  well	
  aware	
  of	
  a	
  large	
  age	
  
difference,	
  but	
  have	
  formed	
  a	
  close	
  online	
  attachment	
  to	
  the	
  adult,	
  hold	
  unrealistic	
  ideals	
  of	
  
romance,	
  and	
  willingly	
  agree	
  to	
  participate	
  in	
  an	
  encounter	
  offline.	
  	
  
Predators	
  tend	
  to	
  look	
  for	
  these	
  personality	
  characteristics	
  or	
  traits	
  in	
  their	
  victims10:	
  

•   Neediness	
  or	
  willingness	
  to	
  chat	
  openly	
  
•   Typically	
  of	
  the	
  female	
  gender	
  
•   Openness	
  or	
  interest	
  in	
  talking	
  about	
  physical	
  relationships	
  	
  
•   Frequently	
  uses	
  the	
  Internet	
  (e.g.,	
  spends	
  a	
  lot	
  of	
  time	
  in	
  chat	
  rooms	
  or	
  Instant	
  

Messaging)	
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•   Uses	
  flirty	
  usernames,	
  pictures,	
  or	
  provocative	
  avatars	
  (online	
  likenesses)	
  
•   Has	
  mostly	
  unsupervised	
  Internet	
  use	
  
•   Tends	
  to	
  reveal	
  a	
  lot	
  of	
  personal	
  information	
  in	
  their	
  online	
  content	
  (e.g.,	
  blogs,	
  social	
  

network	
  posts,	
  etc.)	
  
	
  

For	
  more	
  information	
  and	
  to	
  learn	
  how	
  to	
  protect	
  yourself	
  from	
  online	
  predators,	
  
check	
  out	
  these	
  suggested	
  readings	
  and	
  resources:	
  

•   FBI	
  publication:	
  A	
  Parent’s	
  Guide	
  to	
  Internet	
  Safety	
  
https://www.fbi.gov/resources/parents	
  

•   NetSmartz	
  Workshop:	
  Predators	
  	
  http://www.netsmartz.org/Predators	
  
•   Enough	
  is	
  Enough:	
  Internet	
  Safety	
  101	
  –	
  Predators	
  

http://internetsafety101.org/internetpredators	
  
•   Kid	
  Power:	
  Four	
  Strategies	
  for	
  Protecting	
  Kids	
  from	
  Sexual	
  Predators	
  

http://www.kidpower.org/library/article/protecting-­‐‑kids-­‐‑from-­‐‑sexual-­‐‑predators/	
  
	
  


